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1 IIEJIM ¥ 3AJJAYH OCBOEHUS JUCHMUIIIAHBI

1.1 Heab npenogaBaHus JUCHHUILIHHBI

PackpbITh KOMIUIEKC OpraHU3allMOHHBIX, HHKCHEPHO-TEXHUUECKUX, KPUNTOTpahUIECKUX U TEXHO-
JIOTUYECKUX MEPONPUITUI IO o0ecrieueHnto HH(OpMalMOHHON 06e30MmacHOCTH HH(OPMALIMOHHBIX CUCTEM
IIpH peanu3aui HHPOPMAITMOHHBIX MPOIIECCOB — MPOIECCOB cOopa, 00pabOoTKH, HAKOTUICHUS, XpaHEHUS,
MOKCKa U pacnpocTpaneHus: uHpopmanuu. iMeHHO OT 3p(EeKTUBHOCTH 1€ATEIHbHOCTH KOHTPOIUPYIOLIUX
OpraHoB B HH()OPMAIIMOHHOM Cpe/ie CYIIECTBEHHO 3aBUCUT (P (HEKTUBHOCTH 00eCIIeUCHHSI YKOHOMUYECKOM
0€30MacCHOCTH CTPAHBbI.

[Tpu paccMoTpeHUH MOHATHS «MH(DOPMAIMOHHAS 6€30MaCHOCTHY MPAKTHUECKU BCET/Ia BBIACISIOTCS
TPU KOMITOHEHTHI, CBSA3aHHbIC C HAPYIICHUSAMU OE€30MaCHOCTH CHUCTEMBI: «3JIOYMBIILICHHUK» — BHEIIHUN
[0 OTHOIIEHHUIO K CHCTEME MCTOYHUK HAPYIIECHUS CBOMCTBA «OE30MACHOCTHY; «OOBEKT aTaKW» — YacTh,
MpUHAJJIeKalasi CUCTEME, HAa KOTOPYIO 3JI0YMBIIUIEHHUK MPOU3BOJUT BO3JCICTBHE;, «KaHAJI BO3JCi-
CTBUS» — Cpejla IEPEeHOCca 3JI0YMBIIUICHHOTO BO3ICUCTBUS MHTETPATLHOM XapaKTEPUCTUKOMN, OMMCHIBAIO-
el CBOMCTBA 3alUIIAEMON CHCTEMBI, SIBJISIETCS MOJMTUKA 0€30MacHOCTH — KayeCTBEHHOE (MM Kaue-
CTBEHHO-KOJIMYECTBEHHOE) OMMCAHUE CBOWCTB 3alTUIIICHHOCTH.

Cpenu METO0B 3alIUThl HH(POPMALIUY BBIIECISIOT OPraHU3aIllIOHHO-TIPABOBBIE, IPOTPAMMHO-AMIa-
paTHbIe, TeXHU4YecKue cpenctBa. Ocoboe Mecto B 6e3omacHocTr MC 3aHnMaroT Kpunrorpadgudeckue Me-
TO/IBI 3aIIUTHI HHPOPMAIIH, 00ECIIEUHNBAIOIINE CBONCTBA: «IOCTOBEPHOCTHY — COXpaHEeHUE HH(popMaluen
CBOHMIX CEMAaHTHUYECKUX CBOMCTB B JIFO0O0O MOMEHT BPEMEHH OT MOMEHTA BBOJIA B CHCTEMY; «IOCTYITHOCTHY
— BO3MOXKHOCTH Tosib30BaHus pecypcom MC u uHdopmaiueil B Mponu3BOJIbHBINT MOMEHT BPEMEHHU; «Lle-
JIOCTHOCTHY (CBSI3aHHOE CO CBOMCTBOM JJOCTOBEPHOCTH ) — HEU3MEHHO JUIsl CBOMCTB HH(OPMAITUH U pecyp-
COB B JIF000I MOMEHT BPEMEHU OT MOMEHTA MX MOPOKJICHHUS WM BBOJA B CUCTEMY; «KOH(HICHIINAIBbHO-
CTU» — HEJOCTYITHOCTH MH(POPMAITUHN UM CEPBUCOB IS TOJB30BaTENICH, KOTOPHIM alipUOPHO HE 3a7aHa
BO3MOXXHOCTh HMCIIOJIb30BAHUS YKa3aHHBIX CPEACTB WM MHPOpMAIUN — (JaHHBIX) XpaHUMOW, 00padaThl-
BAeMOM U IepeaBacMom.

1.2. 3agauu u3yyeHus: TUCHUILINHBI
[MpenonaBanue nuctuiirHbl «MHbOpMaMoHHas 0€301aCHOCTE» UMEET CIIeyIolIe 0a30BbIC 3a-

Ta4u:
. JaTh OyIyIIMM CIeIUATNCTaM He0OXOIUMBIE Ul UX PadOTHl TEOPETUUYECKUE 3HAHUS O CO-
BPEMEHHBIX CPEACTBAX, METOAAX U TEXHOJIOTUAX obecrieueHus: nHpopMamonHoit 6esonacHoctu BC/UC;
. chopMHpOBATh Y CTYJECHTOB MPAKTUYECKHE HABBIKMA OpraHU3aluu padoT 1o 00ecrneyeHno

MH(}OPMaLIMOHHON 0€30MaCHOCTH Ha MPEIIPUITUSAX.

2 MECTO JUCHOUIIJIMHBI B CTPYKTYPE OII BO

VYuebnsiit pakynpratus O T.02 UHpopmaroHHast 6€300aCHOCTh OTHOCUTCS K (haKyJIbTaTUBHOMN
yacTu 00pa30BaTesIbHOM MporpaMMbl MPUKIIAIHOTO OakanaBpuata 1o HamnpasieHuto noarorosku 03.03.02
«MenuuuHckas ¢pu3uka» 1 u3ydyaercs B 4 cemectpe. [IpeniiecTyromnue AMCHUIUIMHBL, HA KOTOpPbIE TaHHAas
mucuuminHa onupaercs: «MHpopmaTuka». M3ydenne QaxynapTaThBa MO3BOJIMT B JalibHEHIeM Oosee
YCIIEIIHO OCBOUTh TUCHUIUIMHY « T€XHOIOTUH U MHCTPYMEHTHI HU(PPOBOM SKOHOMHUKI» (7 ceMecTp).



Ta6muma 2.1 — [lepedeHp MpeanecTBYIONINX U MOCISAYIOMUX JUCITUIUIHH, (POPMUPYIOMHUX OOIIEKYIb-

TypHBIE U TPO(eCCHOHATIbHBIE KOMIIETECHINH

Haunmeno-
BaHHUue Hpe[[llleCTBleIlll/Ie AUCIHH-
Ko, Ilocaenyromue AMCHMIIMHBI (TPYNNbI AU CHUILINH
A KOMIIETEeH- ILJIMHDI Ayloliue aucn (rpy Aucl )
197071
Oo6menpodeccnoHaTbHBIE KOMITETCHITHH

OIIK-4, 6

HNudopmaruka

TexHONOTMM ¥ WHCTPYMEHTHl HHU(POBOH SKOHO-
MUKH

3 TPEBOBAHUA K PE3YJIBbTATAM OCBOEHUSA TNCHUIIJINHBI

[Ipouecc n3yueHus: AUCUUILIMHBI HAIIpaBiieH Ha POpPMHUPOBAHHE SJIEMEHTOB KOMIETEHIINI B COOT-
BerctBuu ¢ OC HUAY MUOU u OI1 BO no gannomy HarpaBieHUIO MOJATOTOBKH (CIIEIHAIILHOCTH).
Tabmuma 3.1 — [lepedeHp mIaHUPyEMBIX PE3yJIbTaTOB 00YUYEHUS 110 TUCIUILINHE

[Tnanupyemsie pe3ynbratsl ocBoeHust OIl (komrie-
TEHIUH ), TOCTUKEHHE KOTOPhIX 00eCreunBaeT Jquc-

[TepeueHs TUTAHUPYEMBIX PE3yIBTATOB 00yUe-
HUS 110 JUCHUILUIHHE**

nUImHa*
Kon xomnerentiun | CopepikaHue KOMIOETEHIIMH | 3HATH:
YMers:
Bnaners:

OIIK-4 CIIOCOOHOCTBIO TOHUMATH 3HaTh: 3HaUeHHE WHGOPMAIMOHHON Oe3omac-
CYIIHOCTb U 3HAYEHUE WH- HOCTH JUJIsl COBpEMEHHOTO On3Heca, O Mmepcerek-
¢dbopMaruu B pa3BUTHH CO- THUBAaX Pa3BUTHs TEXHOJIOTUN 00eCreUeHUs UH-
BPEMEHHOT'0 00IIeCTBa, 0CO- | (hOpMaAIMOHHON 0€30MacHOCTH;
3HaBaTh OMACHOCTh U YTpo3y, | YMeThb: BBIOMpATh aIeKBATHbIC MOJIEIIN UH-
BO3HUKAIOIINE B 3TOM IIPO- (dbopmMannoHHOI 0€301MacHOCTH, IITAHUPOBATH
1ecce, coOI0IaTh OCHOBHBIE | MX peanu3anuio Ha 0a3e TpeOoBaHUM K coBpe-
TpeOoBaHus HHPOPMALIMOH- | MEHHOMY ypoBHIO Ub;

HOI 0e30macHOCTH Brnazners: HaBbIKaMu 00€CTIEUEHHUS 3aIIUTHI
nH(pOpPMAaIIMU, COCTABIISIIOIICH rOCy1apCTBEH-
HYIO TaifHy, 1 MHOH c1y»e0Hoi nHpopManuu.
OIIK-6 CIOCOOHOCTBIO pelIaTh CTaH- | 3HaTh: MPEANOCHUIKH (HOpPMUPOBaHUS chepbl

JTapTHBIE 3a/1a4u TTpodeccro-
HaJIBHOW JeITeNbHOCTH Ha
OCHOBE MH(OPMAIIMOHHOM U
o6ubnuorpaduyeckoit Kyib-
TYpBI C IPUMEHEHUEM WH-
(bopMaMOHHO-KOMMYHHKa-
IIUOHHBIX TEXHOJIOTUH H C
Y4ETOM OCHOBHBIX TpeboBa-
HUN UTHPOpPMAITMOHHOH 0€3-
OIaCHOCTH

3HaHUN MO0 MH(POPMAIMOHHON 0€30I1aCHOCTH;
3aKOHOJATEIbHYI0 M HOpMaTuBHYIO 6a3y Ub;
OCHOBHbIE MEpbI, HallpaBJeHHbIE Ha o0ecreye-
Hue Vb Ha pa3nuyHbIX ypOBHSAX AEATEIbHOCTH
COBPEMEHHOI0 IIPEAIPUATHS,

VYMeTh: UCTIOIB30BaTh 3HAHUS O COBPEMEHHOU
Meroaoaoruu ynpasienus Ub ms paspa-
OOTKH peallbHbIX METOJI0B (POPMUPOBAHUS 3a-
IUTHI UHPOPMATUOHHON HHPPACTPYKTYPHI.
[TpuMeHSTH 3TH METObI A1t POPMHUPOBAHUS U
npuMeHeHus nonutuk b npennpustus st
3¢ GEKTUBHOTO YIpaBIeHUs MPOIEcCaMt, pa-
6otamu u niporieaypamu odecrieuenus Ub.
Brnanets: cnocoOHOCTBIO pazpabaThiBaTh KOH-
LENIHI0, POrpaMMy, MOJUTHKY HH(OpMAIH-
OHHOM 0€301aCHOCTHU MPEANPUATHS; OPTaHU30-
BBIBaTh M MPOBOIUTH ayauT Mb; nucnonas3oBath
COBPEMEHHbIE HHCTPYMEHTAJIbHbIE CpPEJCTBA
aHaJM3a PUCKOB M pa3paborku noiutuku Ub.
HaBbikamu paboThl ¢ COBpeMEHHBIMH HH(pOP-
MaIMOHHBIMHU CHCTEMaMH M CpecTBaMH o0ec-
Ne4YeHNs X MHPOPMAIIMOHHOM 6€301acHOCTH.




4 CTPYKTYPA U COAEP KAHUE JUCIHUIIJIMHBI

4.1 CTpyKTypa M CIHILIHHBI
O61mmast Tpya0eMKOCTh (00beM) AMCIUILIMHBI cocTaBisteT 2 3auetHbie eauuuilsl (3ET), 72 akamemu-
YEeCKHX 4aca.

O0BéM TUCUMIVIMHBI IT0 BUAAM YUeOHBbIX 3aHATHH

Tabmuna 4.1
Bcero, Cemectp
. 3aYETHBIX €U~
Bun yae6HO# paboThI g
HUIT
(akag. yacoB)
O61asi TPY/10€MKOCTh THCHUIJIHHBI 2(72) 2(72)
KonTakTHasi padora ¢ npenogaBaresiem:
3aHATUA JEKIUOHHOTO THUIIA 17 17
3aHATHUSI CEMUHAPCKOTO TUIIA 34 34
B TOM YHCJIEe: CEMUHAPbI
MPAKTHYECKHUE 3aHATHUS 34 34
MIPAKTUKYMBbI
J1abopaToOpHBIC PAOOTHI
JPYTHE BUJII KOHTAKTHON paOOTHI
B TOM YHCJIE: KypCOBOE NPOEKTUPOBAHUE
TPYIIOBBIE KOHCYJIBTAIUN
WHAUBUAYallbHbIE KOHCYJIbTALUN
WHBIE BUJIbI BHEAYIUTOPHON KOHTAKTHON pabOThHI
CamocTtosiTesibHAs padoTa 00yYalommMxXcss™*: 21 21
M3YYEHHE TEOPETHUECKOro Kypca 10 10
[IOJIFOTOBKA K IPaKTUYECKUM paboTam 11 11
Buja npome:xyTouHoii aTTecTanuu (3a4er, IK3a- 3auer 3a4yeT
MEH)
Pacnpenenenue yueOHOIi HATPY3KH 10 pa3aesiaM U CIHUNITHHBI
Tabmuma 4.2
. Bujpl yueOHOM HArpy3KH U UX TPYILOEMKOCTb,
2 g aKaJ. 4achbl
Q
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OcHOBBI HH(OPMAIOH- OIIK-4
1 . 4 6 5 16
HOI 0€30IacCHOCTH.
Kpunrorpaduueckue OIIK-4, 6
METOJIbI ¥ CPEJICTBA WH-
2 AR Eper 6 18 6 |29
(hopMarmoHHOH oe3-
OIACHOCTH.
Meroapl  3alUTBl  MH- OIIK-4, 6
3 | ¢popmaruu OT HECaHKIIH- 4 10 5 19
OHUPOBAHHOTO JIOCTYTIA.
Nndopmannonnas 6es- OIIK-4, 6
4 | OMacHOCTh B KOMIIbIO- 3 5 8
TEPHBIX CETSX.
HUTOTO: 17 34 0 21 72




4.2 ConepskaHue TUCHUILTHHBI
VY AeNbHBIN BeC MPOBOIUMBIX B aKTUBHBIX M HHTEPAKTUBHBIX (JOpMax MPOBEACHUS ayAUTOPHBIX 3a-
HaTHH 0 gucruuiniae cocrasisier 30 %.

JIeKUMOHHBIN KYypC

Tabmua 4.3
TeMa nekuu 1 nepedeHb AUIAKTHIECKUX TpynoemMKoCTh, aKkaj. 9acoB
CANMHUIL B TOM YHCJIE C UCHOJIb30-

No nek- | Homep

BAHUECM NHTCPAKTHUBHBIX
197071 pasznena BCETO p

00pa30BaTENIbHBIX TEX-
HOJIOTUI
1 1 OCHOBHbIE TIOHATHS U MOAX0AbI HH(}OP- 2 2
MALMOHHON 0€30I1aCHOCTH.
VYrpo3bl HHPOPMAMOHHON 6€30I1aCHOCTH.
Knaccudukanus mHapymmreneid HHGpopManu-
OHHOM 6e3onacHocT. KaHaibl yTeuku vH-
¢dopmanmu. OCHOBHBIE TIOHATHS TOTUTHKH
6e3onacHocTU. CTPyKTypa NOJUTHKH Oe3-
oracHocTH. CTaHAapTHI U crenn(pruKanuu
nHpOpMalMOHHOI Ge3omacHoCTH. Mexy-
HApOJIHBIC U OTEUECTBEHHBIC CTAHAPTHI UH-
¢bopmannonHoii 6ezonacHocty Kputepun
OLIEHKHU HaJIe)KHOCTU KOMITBIOTEPHBIX CH-
creM. TpeOoBaHUs K cUCTEMaM 3allUThl HH-
dhopmanuu.
2 1 Moaxoawb! k 3ammTe uHGopmanuu B OC. 2
3amuTa HHPOPMAITUN OT HECAHKITHOHUPO-
BanHoro noctyna B OC Windows. Ympasie-
Hue aoctynoMm k oobextam B OC. Iloacu-
creMa 0e3omacuocta OC Windows. 3amura
nnpopmanuu B OC Linux. Aynut coObIThii
B OC.
3 2 Kpunrorpadpuyeckue metoanl. 2 2
OcHOBHBIE OnpeeNieH st KpunTorpapuu u
creranorpadun. [lonsTHe KpunTOAHATH3A.
Knaccudukanus kpuntorpaduueckux MeTo-
70B 3amMTHl nHpopManuu. [ToHsTHE KpHII-
Torpaduyeckoro nporokosa. CUMMeETpHY-
HBIC AITOPUTMBL. ACCUMETPUYHBIE aJIro-
putMsl. [TocTaHOBOYHBIE U TEPECTAHOBOY-
Hble UG PbI. AJITOPUTMBI HUYPOBAHUS.
4 2 CuMMeTpHUYHbIE KPUIITOCHCTEMBI. 2 2
udp Lesaps, mudp ardam, kBagpat [lo-
mbus 6x6, npsmoyronsHuk Ilneiideiipa
4x8, Tabnuiia Bikenepa, MeTo 1 epectaHo-
BOK, METOJI TaMMHPOBaHUs, aQUHHbIE
KPUITOCHCTEMBI.
5 2 AcHMMMeTpPHYHBbIC KPUIITOCHCTEMBI. 2 2
CucTeMsl ¢ OTKPBITBIM KIIFOUOM. AJITOPATM
mmdposanus RSA. Kpuntocucrema Diib-
l'amansa. Kpunrocucremsl Ha OCHOBE AJUIHI-
THYECKUX KPUBBIX. AJITOPUTMBI OOMEHa
KITIOYaMHU.
6 3 JIeKTPOHHO-IH(POBasi NOANUCH. 2 2




AJTOPUTMBI 3JIEKTPOHHO-IIU(PPOBOH TTOI-
nucu. OTHOHAMPABICHHBIE XeII-(QYHKIIHH.
Xem-pyakuust MD4. Xem-dyakmus MDS.
Xem-pyukuust SHA. TpeGoBanwus K xemi-
¢dbyakumsiM. CTORKOCTD Xell-()yHKITHH.

NnenTndukanus u npoBepka NoIJHHHO-
CTH.

CriocoOpl HECAaHKLIMOHUPOBAHHOTO JJOCTYIIA
K nHpopmauuu. nenrudukanus u ayreH-
TU(UKAIHS [TOJIB30BaTENs. AJIrOpUTMA
ayTeHTU(UKALUU U UAECHTUPHUKALUN T0JIb-
3oBatens. [IpoBepka MoAIMHHOCTH TOJB30-
BaTeJICH.

Be3onacHocTh ceTeBBIX TEXHOJIOTHH.
CrniocoObl HECaHKIIMOHUPOBAHHOTO TOCTYTa
K HH(POpPMALUU B KOMITBIOTEPHBIX CETSX.
CniocoObl MPOTUBOACHCTBHSI HECAHKIIMOHU-
POBaHHOMY MEXCETEBOMY J10CTyIy. DyHK-
LU MEKCETEBOI0 SKpaHUpOBaHus. Pexxum
(yHKIIMOHHPOBAHUS MEKCETEBBIX IKPAHOB
1 UX OCHOBHBIE KOMITIOHEHTHI. [I[pumenenune
MeXCceTeBbIX 3KpaHoB. [locTpoeHue 3amu-
IICHHBIX BUPTYyaJbHBIX ceTeld. CriocoOsl co-
3/1aHUs 3alUIIEHHBIX BUPTYaIbHbIX KaHa-
JIOB.

CpencrBa o0HApYKeHHS aTaK.

Mertoab! aHanu3a ceTeBoi HH(GOpMaIUH.
Knaccudukanus cucrtem oOHapyKeHus
arak. Knaccugukanus u apxuTekrypa cu-
cTeM OOHapyKEHHS aTak.

Hroro: 17

HpaKTI/I‘{CCKHC 3aHATHUSA

Ta0muma 4.4

No 3a-
HATUS

Howmep
paszaena

TpynoeMKoCTb, akaj. 4acoB

HanMeHOoBaHM€E PaKTUYECKON pa-
OOTHI U IEPEYEHb TUJAKTUYECKUX
€IVHULL

BCETO

B TOM YHMCJIC C UCIIOJIb30BaA-
HUCM MHTCPAKTUBHBIX 06pa-
30BaTeNIbHBIX TEXHOJOTHI

1,2

[IPNel OCHOBBI CHCTEM CUHUCIIEHUS

[EEN

3amura oTyeTa

N

4,5

[TPNe2 Kpunrorpadudeckue MeTomabl
npeobpazoBanus HHGOPMaUU

3amura oTueTa

N

7,8

[TPNe3 CummeTpHUYHBIE KPUTITOTpa-
(duyeckue anropuTMbl

3ammra oTueTa

10

ITpoBepounas pabora Nel

11

[TPNe4 AcummeTpHuHBIE KPUIITOTPa-
¢duyeckue anropuTMbl

12

3ammra oTueTa

13

[TPNe5 AnropuT™ 37€KTpOHHO-LIU -
POBOM MOJIUCH

14

w

3ammra oTueTa

15

[TpoBepounas pabora Ne2




16 3 [TPNe6 Anroputmbl ayTeHTH(DUKAITAN 2
17 3 3amura oTyera 2
Uroro: 34

JlabopaTopHblie paboThl

VY4eOHbIM MJIAHOM HE MPEAyCMOTPEHBI

CamocrosiTeJibHasi padoTa CTy/IeHTa

Ta6muma 4.6
Paznen .
- No Bun camocrostensHOM padoTthl ctynenTa (CPC) u nepeuens | TpymoeMKocTb,
n/m TUIAKTHYCCKUX €IUHUIL 4acoB
TUTHBI
1 1.1 N3yuenue TeopeTnuecKkoro Marepuaia mo pasueny 1 3
1.2 OdopmiieHne 1 3amuTa OTYETOB MO MpakTHYecKor padorte Nel. | 2
2 2.1 N3yuenune TeopeTnuecKkoro Marepuasa 1o pasueny 2 3
2.2 OdopmiieHre u 3ammuTa OTYETOB MO MPAKTHYECKUM paboram | 3
Ne2, 3,4
3 3.1 N3yuenune TeopeTnueckoro Marepuasia mno pasaeny 3 3
3.2 Odopmierre W 3ammTa OTYETOB IO MPAKTHUYECKUM padoram | 2
Ne5, 6
4 4.1 N3yuenune TeopeTnueckoro Marepuana no pasjaeny 4 5)
HUTOI'O: | 21

JloManiHHe ¥ MHAMBUIYAJbHbIE 3aJaHUsA

3amaHust U CAMOCTOSITENIbHOM PabOThI MPUBOISTCS B TPUIIOKEHUH 3.

Kypcosbie padoThI (Ip0eKTHI) 10 JUCHMILINHE

V4eOHBIM IJIAaHOM HE npeayCMOTPCHBI




5 OBPA3OBATEJIBHBIE TEXHOJIOT'UHN

B xone mpenogaBanus mucturuivibel «MHPOpMaImoHHas 06€30MacHOCTbY PEKOMEHAYETCS MpUMe-
HATH CJIEIYIONINE METOIbI OOYUEHHUS:

- CJIOBECHBIE JIEKIINH;

- UIHTEPAKTUBHBIE JICKIIUU;

- IPAKTUYECKUE PAaOOTHI;

JIeKIMOHHBIN KypC peKOMEHAYEeTCsl YUTaTh 10 YTBEPKACHHON paboueil mporpamme.

[Ipu 3akperieHny MoTy4YeHHBIX 3HAHUM HA IPUMEpax U yIpaXHEHUSIX, MOKHO UCIIOJIb30BaTh TaKUe
BUJIbI O0YYCHHS KaK OOBSICHUTEIbHO-WUTIOCTPATHBHBIN (Ha TIpUMepax MPUMEHEHHS aHATN3a), PernpoayK-
TUBHBIN (€CITU y CTYJAEHTOB BO3HHMKAIOT BOIIPOCHI 110 MIpUMepaM) U uccliieqoBarensckuil. Kpome Toro, mo-
JIOXKHUTEIHHO BIIHSET Ha MPOLECC 3aKPEIUICHUs MPOMHACHHOT0 MaTepraia MpooIeMHOE U3JI0KEHHE CUTYa-
UI 1 YaCTUYHO-TIOMCKOBasi GopMa UX pPelIeHusl.

Kpome 3TOro, Ha KOHTPOJIBHBIX 3aHATUSAX CTYACHTAM [0 MX KEJIAHUIO MpeJiaraercsa BMECTO CTaH-
JApTHOTO BapHaHTA 3aJaHusl BBIIOJIHUTH JIBA WM JAXE OJTHO «TPYAHOE» 3a1aHue. sl BBINOJHEHUs 3TUX
3aJJaHMii 3HaHHE OCHOBHOT'O MaTepuajia HeoOXOAMMO, HO JAJIEKO HEJOCTATOYHO.

[Ipumenenue o601 GopMbl 00yUEHHS MTPEATIONaracT TakyKe UCIOIb30BaHue HoBeHMX [T-00y4a-
FOIIUX TEXHOJIOTHH.

6 OHEHOYHBIE CPEACTBA JJIs1 BXOJAHOI'O U TEKYHIEI'O KOHTPOJIA,
MNPOMEXKYTOUHOM U UTOI'OBOM ATTECTALIUU (AHHOTAILIUS)

Texyummii KOHTPOJIb CTYJAEHTOB IIPOU3BOJIUTCS B JUCKPETHBIE BPEMEHHBIE HHTEPBAJIbI JIEKTOPOM U
IpernoiaBaTeseM, BeAyIIUM IPaKTHYeCKUEe 3aHATH [0 JUCLUIUIMHE B CIeIyomuX Gopmax:

e TECTHUPOBAHHUE;

e I[IMCHbMEHHBIE JOMALIHUE 3a/1aHuUs;

e YCTHBIE OIIPOCHI;

e KOHTPOJIbHbIE paOOTHI

e OTJEJIbHO OLIEHUBAIOTCS JIUYHOCTHBIE KAUECTBA CTY/A€HTA (aKKYPAaTHOCTb, UCIIOJIHUTEIbHOCTD,
UHHUIMATUBHOCTH) — paboTa y JOCKH, CBOEBPEMEHHAs caya TeCTOB, OTYETOB K JJa0OpaTOPHBIM
paboTaM ¥ MUCbMEHHBIX JOMAIIHUX 3aJJaHUM.

IIpoMeskyTOYHBI KOHTPOJIb CTYJEHTOB IIPOU3BOANUTCS B CIEAyIOIUX (hopMmax:

e TECTHpPOBAHHUE;

e KOHTpPOJbHbBIE PabOTHI.

HroroBelii KOHTPOJIb IO pe3ysibTaTaM CEMECTPOB MO AMCLUUIUIMHE NMPOXOAUT B (OpME MUCHMEH-
HOT0 3K3aMeHa (BKJII0YaeT B ce0s OTBET Ha TEOPETUUECKHE BOIIPOCH U PELLIEHUS 3aj1a4)

DoHObl OYEeHOUHBIX CPeOCm8, GKIIOUAIOWUe MUNO8ble 3a0aHUsl, KOHMPOJbHble padombl, Mmecmul U Me-
Moobl KOHMPOJIs, NO36ONAIOWUE OYEHUMb Pe3yibmamsl 00yueHUss N0 OAHHOU OUCYUNIIUHE, NepeducieHbl 8
Tpunooscenuu.



7 VUEBHO-METOJNYECKOE U UH®OPMALIMOHHOE OBECITEYEHUE
JUCHUILIAHBI

7.1 IlepevyeHb OCHOBHOM M JONOJHUTEIbHON Y4eOHOI JIUTepPaTyphbl

B o6azamenvhom nopaoke ciedyem yKazpléamp CColAKU HA PeCypCol JIeKMPOHHBLIX Oudauomey-
HbBIX cucmem, 00cCmynHuix 01s ucnoavzoeanusn ¢ IUTH HUAY MUDH!

Tabmuua 7.1 — O6ecrieyeHre AUCHUILTMHBI OCHOBHOM U IOTIOJTHUTENILHON JIMTEPATYPOI IO AUCIUTLITUHE

N ABTOp HazBanue Me- | Haumenosa- | I'oguzga- | KosndecTBo
n/m CTO | HUE U3JaTelb- HUs AK3EMILISA-
u3jaa- CTBa poB
HUs
OcHoBHast TuTEpaTypa
1 bapabanosa Nudopmanuonnsie Tex- |CII6 | CIIGIYDD 2010 1
M.N., KusieB HOJIOTUH: OTKPBITBIE CU-
B.1. CTEMBI, CETH, Oe3oIac-
HOCTh B CUCTEMAX H Ce-
TAX
[Tapteika T.I1., Uudopmanuonnas 6e3- |M OOPYM 2010 1
[Tonos U.N. OITaCHOCTH
JononHuTenpHas tureparypa
1 I'anatenko B.A. | OcHoBbl nHQOpMannoH- |M NHTYUT 2006 1
HO 0e30macHOCTH
2 CokonoB A.B.,  PBamura uadopmaiuu B M JMK TIlpecc |2002 1
[Manerun B.®.  |pacipenesieHHBIX KOPIIO-
[PATUBHBIX CETSAX U CUCTE-
Max
JleBun M. be3omacHOCTh B ceTsIX M [ToznaBatens- | 2001 1
Internet u Intranet Hasi KHATa
TUTFOC
XoBapa M., JIe6- BamureHHbIi Kog M Pycckas Pe- | 2005 1
nank J1. JTaKIIMs

7.2 llepeyeHb pecypcoB HH(POPMALMOHHO-TEJIEKOMMYHUKAIMOHHOM ceTH « UHTEepHET)

7.3 Ilepeyenb MHGOPMALMOHHBIX TEXHOJIOTHI, HCI0JIb3yeMbIX NIPH OCYIECTBJICHUH 00pa3oBaTelb-
HOI'0 Mpouecca 1o JUCHUIIHHE

Hcrnonb3oBaHKe Ha 3aHATUAX DJIEKTPOHHBIX M3JAHUM, JIEKTPOHHOIO Kypca JIEKIUH, ClIeLUaIA3H-
POBaHHBIX NMPOrpaMM, HH(HOPMALIMOHHBIX (CIIPABOYHBIX) CUCTEM, OPTaHM3alIMsI B3aUMOJIEHCTBUS ¢ 00y4a-
IOLLMMMUCS TIOCPEACTBOM JIEKTPOHHOM IIOYTHI.



8 MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJIMHBI

1. JlekuoHHEBIE 3aHATHA.

* ayIUTOPHUS, OCHALICHHASI IPE3EHTALMOHHON TEXHUKON (IIPOEKTOp, 3KPaH, KOMIIbIO TEPHI)
2. IlpakTuueckue 3aHATUS (CEMUHAPCKOTO TUIIA):

* KOMIIBIOTEPHBIN KJ1acc,

* nakeTsl [10 oOmiero HazHaueHus (TekcToBbie peaakTopsl, EXCEL),
3. IIpouee:

* pabouee MecTo MpenoaaBaTesi, OCHAIEHHOE KOMIIBIOTEPOM C J10CTynoM B MHTepHeT,

* paboune MecTa CTyJIEeHTOB, OCHAIlIEHHbIE KOMIIBIOTEPAMHU € JOCTYNIoM B IHTEpHeET,



9 TEXHOJIOIT'NYECKAS KAPTA JUCHHUIIJINHBI

TexHoJiornyeckasi KapTa peHTHHIOBbIX 0AJ1JI0B MO AUCIHUIIUHE
«AHdopmannonHas 0e30aCHOCTH B NPOPECCHOHAIBHOM JeATeJIbHOCTID)
Cneyuanvrocms 03.03.02 2 kypc ounoe ob6yuenue (M®-21)
MakcumanbHOE KOJIMYECTBO OAJIIOB 3a paboTy B TeueHue ceMmectpa: 60 6amios.
WroroBsiii KOHTPOb: 40 GamwioB

Cemectp 4
Bcero wacos _72
B TOM YHUCIJIE:
1 nexmuu — 17 4acos;
3 MpakTHYECKHUE 3aHATUS — 34 YacoB;
3 TOATOTOBKA K 3a4eTy — 21 YacoB.

CTpyKTypa TEKYIIEro U MPOMEXYTOYHOTO KOHTPOJISI.

ITIpomexxyTouHBII

Mugopmarus Tekymmii KoHTpONB(<=25) (TK) KOHTPOJTb ®opwma uro-

O KOHTP. TOY- (<:30) (HK) T'OBOI'O KOH-

Kax Tpond
TK, TK> TK3 TK4 TKs TKs | TK7 | TKg | TKg TIK1 T1IK>
(1)0pMa Jys/ | Jyns/ | JUIs/ JU/I3/ | JUIs/ JI/TI3/ | JUII3/
xourpons | 17P1 | mpz | np3 | M0\ gpa | mes | e | pr | K K2 3
Henels cnauy 2 4 6 8 10 12 14 16 18 8 14
Makc. Oamn | 3 3 3 1 3 3 1 3 5 15 15 40
CrpykTypa 0aJioB, HAYUCIIIEMBIX CTYJIEHTaM 10 Pe3yJbTaTaM TEKYIIETO KOHTPOJIS
(IPOMEKYTOYHOT'O KOHTPOJIST)
MakcumanbHoe

Ne | HaumeHoBaHMe BUIOB Y4eOHOU PaOOThI U COCTOSI-
/1 | HASL y9eOHOW JUCIMIUTUHBI CTYICHTOB

HauucnseMoe xonuye-
CTBO 0AJLIOB

KOJINYECTBO Oal-
JIOB T10 TAaHHOMY

no pesyibmamam mexKyuieco KOHmpoJia

(moneit 6amnoB) BUJYy Y4eOHOM
paboThl
1 [ocemnieHue JSKIUI U TPAKTUYSCKUX 3aHATHH 18 3ausarwii mo 0,5 6amna 9
6 mpakTH4ecKuX padboT
no 1 6amn
2 | BuInogHeHUE MPAKTUYECKUX PadoT y 8
1 mpakTrnyeckas padboTa
o 2 Oasna
6 mpakTH4ecKuX padboT
no 1 6amn
3 3amuTa NpakTHYeCKUX padboT y 8
1 npakTrueckas padora
mo 2 Oaina
Makcumanvnasn cymma 6{1}1}108 25

Benymwii npenogasareins

(moamucy  M.O. damuus)

Coxpamenus: JI — nexmust, [13 — mpaktuueckoe 3ansatue, [1P — npaktudeckas pabora, KP — koHTponbHas padora.




[Tpunoxenue 1
K paboueil mporpamme JUCUUTUTUHBI
«Hugopmayuonnasn 6ezonacnocmo »

AHHOTanuA padoyeil MporpaMmmbl
Hucuummuna « Augopmayuonnas 6ezonachocmoy» sBisercs 9actbio @ T/ Dakynbmamussi OI0Ka TIPaK-
THKA JJIA CTYACHTOB 110 HamnpasieHuto noAarotoBku 03.03.02— Qusuxa
Jucuunnuna peaausyercs: Ha ¢dakynprere JJUTU HUAY MUOU kadenpoii
oO1ei 1 MEeIUITMHCKON (DU3UKH.

JucuuminHa HaneneHa Ha oopmupoBanue odmenpodeccuonanbubix komnerennuii OIMK-4, 6.

Copepxanre TUCIUILTUHBI OXBATBIBAET KPYT BOIIPOCOB, CBSI3aHHBIX C U3YUYEHUEM OCHOB HH(pOpMa-
IUOHHOMW Oe3omacHOCTH. B pamkax maucturumabl «MHopmayuonnas 6e30nachocmsy N3y4aroTcs cie-
nyrotue pasensl: «OcHOBBI HHGOPMAITMOHHON Oe30nmacHOCTH Y, «Kpunrorpadudeckie METOIbI U Cpe/-
cTBa HH(POPMAIIMOHHOH 0e301macHOCTHY, «METObI 3aIIUTHl KOMITBIOTEPHON HH()OPMAITK OT HECAHKITH-
OHHMPOBAHHOTO JIOCTyMHay, «3amura WHGOpMAaUU B KOMIBIOTEPHBIX ceTsax». [IpemomaBaHue aucCIy-
TUTMHBI TTPElyCMaTPUBALT ClIeAYIOMIHe (POPMbI OpraHU3aIMK YYeOHOTO MPOIIeCCa: JeKYUU, NPaKmuyecKue
3aHAMUA, CAMOCMOoAMenbHas paboma cmyoenma, Koncyiomayuu. IIporpaMMoil TUCUUIUIMHBEI TIpeay-
CMOTPEHBI CIIAYIOIINE BHJIbI KOHTPOJIS: TEKYIIMHA KOHTPOJIb YCIIEBAEMOCTH B (hopMe ycmHo2o onpoca,
mecmupo8anus, 3auwumol omyemos o I1P., IpoOMeXyTOYHBII KOHTPOJIb B (OPME BbINOIHEHUS KOHMPOIb-
HbIX 3a0aHUll 1 AITOTOBBIA KOHTPOJIb B (POPME dK3AMEHA.

OO01mas TpyI0eMKOCTh OCBOEHHS TUCIUIUIMHBI COCTaBJIseT __2_ 3aueTHbIC €IWHUIIbI, /2 dYaca.
[TporpamMmoil TUCIUIUTUHBI TPEYCMOTPEHBI JeKInoHHbIe (17 yacoB), mpaktuueckue (34 yaca), U camo-
crositenbHbIC (21 yac) yacel pabOTHI CTYICHTA.
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[Ipunoxenue 2
K paboueli mporpamme JUCITUTIITUHBI
«Hugopmayuonnas 6e30nacHocmo »
MeToan4yeckne yKazaHus JJIs1 CAMOCTOATEILHO padoThl 00yYAKO M XCS

IIpu n3yyeHnn TeOpeTUUECKOro MaTepHaa, HoAroTOBKE K JIGKLIMOHHBIM 3aHATHSIM HEOOXO0IMMO M0-
BTOPUTH MaTepHall peapInyiux jgekuuil. Ilpu padote ¢ tureparypoii 1 HHTEPHET-UCTOUYHUKAMU CIIEYET
00paTUTh BHUMAaHKE Ha TO, YTO B PA3HBIX MCTOUHUKAX MOTYT IPUBOJUTHCS pa3Hble ONPEAEICHUs OJJHUX
U TeX K€ MOHATUH. PekoMeHayeTcsl clieoBaTh ONpPEAEIEHUsIM, KOTOPbIE MPUBOJIATCSA B JIEKIIMOHHOM
Kypce.

IIpu NOAroTOBKE K 3K3aMEHY PEKOMEHIYETCS IOBTOPUTH TEOPETUUECKUI MaTeprall U IPOCMOTPETh
OTYETHI O BBIIOJIHEHUH MPEABLTYIUX IPAKTUYECKUX padoT.

[Tpu moAroTOBKE K MPAKTUYECKUM paboTaM CiieyeT HOBTOPUTH TEOPETUUECKUI MaTepHal Mo TeMe
na0opaTopHOIl pabOTHI M COCTABUTH IIJIAH BBINOJIHEHHS paO0ThI B COOTBETCTBUU C 3a/laHUEM.



[Ipunoxenne 3
K paboueil mporpaMme JUCHUTLIHHBL
«Hnghopmayuonnas 6esonacnocmoy

HroroBeiii KOHTPOJIL. Bonpockl.
1. OcHoBHbIE NOHATUS W OIpeleNeHuss MHPOPMALMOHHOM O€30IacHOCTU: aTak, YS3BUMOCTH,
HOJIMTHKA 0€3011aCHOCTH, MEXAHU3MBI U cepBHCHI Oe3onacHoctu. Kitaccngukanus atak. Mojenu ceteBoit
0e301acHOCTH U 0€30IacHOCTH MH(POPMALMOHHONW CUCTEMBI.

2. Kuaccuyeckas 3amada kpunrtorpaduu. YTpo3bl €O CTOPOHBI 3JOYMBIIIJICHHUKA M YYaCTHHKOB
nporecca MHGOPMaIMOHHOTO B3aUMOIEHCTBHUS.

3. 3axkoHOnaTeNbHBIA yPOBEHb HH(POPMAITMOHHON 0€30MaCHOCTH.

4.  AIMMHMCTPAaTUBHBIA YpOBEHb MH(DOPMALIMOHHON 0€30IaCHOCTH.

5. Iudpsr 3ameHsl U nepectaHoBKU. MoHO- 1 MHOroandasutHsie nojactanoBku Lugpsr Lesaps,
Buxenepa.

6. CuMMeTpUYHbIEC aITOPUTMBI IIHU(PPOBAHHUS.

7.  AcuMMeTpHUYHbIE aJTOPUTMBI HU(POBAHUS.

8.  brmounble KpUNTOCHCTEMBI C CEKpeTHBIM KiIro4oM. AnroputM DES. Ommcanme DES. OcnoBHbIe

3Tarbl AITOPUTMA.
9.  Cxewma anropurma DES. Paynya anropurma. [IpeoOpazoBanue kioda.

10. Aunroputrm DES. IloncranoBka ¢ momonisto S-610koB. Jlemudposanue DES.

11.  Anropurm RSA. MaremaTtudeckast Moelns airoputMa. CTOWKOCTh aJITOPUTMA.

12. DnektpoHHas nmoAnuch. BapuaHThl 37€KTPOHHOI MoANKCH Ha OCHOBE anroputma RSA.
13.  Xom-pyHKIUHN 1 UX TPUMEHEHHE.

14.  OOGoOuieHHast MOAEIH ANIEKTPOHHOU 1M poBoil moanucu. Cxema Juddu-Xennmana.
15. [udporas moanuck Ha ocHOBe anroputma RSA.

16. Cranpapt mmdposoit moamucu DSS. T'enepaums mudposoit moamucu. ITpoepka mudposoit
TIOJTIHCH.

17. OcHoBHBIE MPOTOKOJBI ayTeHTHU(PUKALIMK U oOMeHa KIYeHd ¢ MHCIOJIb30BaHUEM TpeThel
JIOBEPEHHOW CTOPOHBI.

18. Kpunrorpaduueckue mpotokonsl. [loHsTHe Kpunrorpaduueckoro mpoTokosia U 0OOCHOBAaHUE
HE0OXOIMMOCTH UX UCIOJIb30BaHUA. [IpoToKO 0OMEHa ceaHCOBBIMU KITFOUaMHU.

19. Ceprudukanus kiaodei ¢ nomoubpo HU(PoBbIX noanucei. Pasnenenue cekpera. MeTku BpeMeHH.
20. Tlonsartume creranorpaduu. Meton LSB.

21. OcHOBHBIE HOHATHS IIOJIMTUKA OE30IIACHOCTH.

Texkymmii KOHTPOJIb. 3aJaHUA JIA CAMOCTOSATEJIbHOMH PadoThI

1. UndopmanronHas 6€30MacHOCTb — 3TO
a. 3alMIIEHHOCTh HHGOPMAILIUU U MOAepKUBatoIIeld HHPPACTPYKTYpPBI OT CITYyYalHbBIX WU
MpETHAMEPEHHBIX BO3/IEUCTBUI €CTECTBEHHOTO UJIM UCKYCCTBEHHOT'O XapaKTepa
b. 3amuieHHOCTs HHGOPMAIIUH U TTOICPKUBAIOIICH HHPPACTPYKTYPHI OT C IpeHAME-
PEHHBIX BO3/IEMCTBUI UCKYCCTBEHHOI'O XapakTepa
C. 3alUIIEHHOCTh HH(POPMAIMU OT CIIy4ailHBIX BO3ACHCTBUI UCKYCCTBEHHOIO XapaKkTepa



2. Kakoe omnpeznenenne TepMuHa «iHGOPMAIIHS» IPUHATO B HayKe U ustocopuu?
a. Hambolee olI1Iee HAyYHOE MOHATHE, 0003HAYAIOIIECE CBECHMS, TAHHBIC WM 3HAHUS
b. cBenenus (cooOlieHMs, JaHHBIC) HE3aBUCHMO OT (POPMBI UX NIPEICTABICHHUS
C. TCUXWYECKHH MPOAYKT JHOO0T0 MCUX0(hU3NIECKOT0 OpraHu3mMa, pou3BOAUMBINA UM IIPH
MCTOJIb30BAHUHU KaKOTO-TH00 CPECTBA, HA3BIBAEMOT'O CPEACTBOM HH(MOpMAINU
3. 3ammra nHOOPMALIMU — 3TO
a. KOMIUIEKC MEpONIPHUATHIA, HAITPABICHHBIX Ha 3alIUTY HH(OpMaIIH
b. KoMIuleKC MepONpHsITHIi, HAIPABICHHBIX Ha oOecrieueHre HHPOPMAIIMOHHOW Oe30mac-
HOCTH
C. TEXHUYECKHE U MPOrpaMMHBIE CPEICTBA, IPeAHa3HAYCHHbIE Ui mudpoBanus nHpGopma-
1UU
4. Wnpentuduxamnms — 310
d. TIpoueaypa HpoOBEPKH NOAJIMHHOCTH
b. mporuenypa, B pe3ysIbTaTe BHITOIHEHUS KOTOPOi /1Sl CyObeKTa ACHTH(HUKAIIUH BISBIIS-
eTcs ero HASeHTU(UKATOP, OAHO3HAYHO UACHTU(DUIIMPYIOLINI 3TOro CyObheKTa B HH(OP-
MAaIlMOHHON CHCTEME
C. MpPEeIOCTaBICHUE ONPEACIEHHOMY JIUILY IPAB HA BBIIOJHEHHUE ONPEICTEHHBIX JEHCTBUH,
a TaKKe MPOLECC MOITBEPKACHUS TaHHBIX MTPAB MPH MOIBITKE BHIMOJIHEHUS STHX JeH-
CTBUM
5. ¥Yrposa-—ato
a. TMOTEHIHAJIbHAs BO3MOXKHOCTB OIPEIeIEHHBIM 00pa30M HapyIIUTh HH(POPMAITHOHHYIO
0€301acHOCTh
b. BO3MOXHas mpUYMHA HAPYHICHUS HHPOPMAIMOHHOH 6€30MacCHOCTH
C. TMOTEHIHAIbHAs BO3MOKHOCTh M BEPOATHOCTD Pa3pyIIUTh HHPPACTPYKTYPY MPEIIPHUsI-
TUS
6. Bupycsr —aT0
a. ocobas (hopma KU3HU, BHEIPAIOMIASCS B KJICTKH KUBBIX OPTaHU3MOB
b. Kop, CIOCOOHBII CAaMOCTOSATENILHO BBI3BIBATH PACIIPOCTPAHEHHE CBOMX KOIHUIi 110 UH)OP-
MAIMOHHON CHCTEME U MX BBIITOJHECHHE
C. Ko, 00JaaroIIHi CTOCOOHOCTHIO K PACIIPOCTPAHEHUIO ITyTEM BHEIPEHUS B APYTHE MPO-
rpamMMBbI
7. YepBu — 310
a. ocobas (hopMma KU3HU, BHEAPAIOLIASCS B KJIECTKH KUBBIX OPraHU3MOB
b. Ko, cHOCOOHBIN CaMOCTOSATEIBHO BBI3bIBATH PACIIPOCTPAHEHHE CBOMX KOIHUiA 110 HH(OP-
MAaIMOHHOM CHCTEME U MX BBIIIOJHEHHUE
C. Ko, o0najgaromuii CrtoCOOHOCTBIO K paclpOCTPaHEHHIO ITyTeM BHEJIPEHUS B IpYTrHe Ipo-
rpamMMBbI
8. aiite onpeneneHre TEpMUHY «MH(POPMAIIMOHHAS CUCTEMAY
a. TpOIIECChl, METOJIbI TIOUCKA, COOpa, XpaHeHHUs, 00paOOTKH, MPEIOCTaBICHUS, PACTIPO-
CTpaHeHHUs1 HHPOPMALIUU U CIOCOOBI OCYILECTBIIEHHUS TAKUX MPOLIECCOB U METOJIOB
b. Hambosee oOIlIee HAYYHOE MOHATHE, 0003HAYAIOIIEE HEKOTOPHIC CBEICHHS, COBOKYII-
HOCTb KaKuX-1100 JaHHBIX, 3HAHUH
C. COBOKYMHOCTH cojieprKalieiicss B 0a3ax JaHHBIX HH(GOpPMaIMU U 00ecIeyuBaIonInX ee 00-
paboTKy MHPOPMALIMOHHBIX TEXHOJIOTUN U TEXHUYECKUX CPEJICTB
9. VYapocroBepsrouuii LIEHTp — 3TO
a. OpraHM3alus, Ybsl YECTHOCTb HEOCIIOPUMA, @ OTKPBITHIHM KIIFOY IITUPOKO U3BECTECH
b. mmpoko M3BeCTHAs OPraHU3AIMS B MUPE
C. UEHTp BBIJAYM CepTH(HKATA Ka4ecTBa
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. DNEeKTPOHHO-IU(POBast MOAMKUCH — 3TO

a.
b.

PEKBU3UT TOKYMEHTA, IO3BOJISAIOIIUI YCTAHOBUTD TOJIBKO Bia/eiblia JOKYyMEHTa
PEKBU3UT TOKYMEHTA, IIO3BOJISAIOIINI YCTAHOBUTH TOJIBKO OTCYTCTBHE UCKa)KEHUH B J0-
KyMEHTE

PEKBU3UT JOKYMEHTA, [IO3BOJISAIOLIMI YCTAHOBUTD BJIa/I€bLIa JOKYMEHTA U TOATBEPAUTD
OTCYTCTBHE HCKA)KEHUH B JOKYMEHTE

. Kpunrorpadus — sto

a.

HayKa O METOJaX 3al[UThl HH()OPMAIIKIO C TOMOILIBIO PA3ITUYHBIX AITOPUTMOB MOTU(H-
Kaluu uHOpMaIIu

HayKa O METOJaX 3al[UThl H(POPMAIIMHU C TIOMOIIBIO PAa3IHMYHBIX aJITOPUTMOB COKPBITHS
camoro (akra nepegaun HHGOpMaIIH

HayKa O METOJaX 3allUThl HH(GOPMAIIMU C IOMOIIBIO PAa3IHYHBIX aJITOPUTMOB MO3BOJISIO-
XX MOJU(UIIMPOBATH U CKPBIBATh HHPOPMALIHIO

. Creranorpadus — 310

a.

HayKa 0 METOJaxX 3alluThl HH(HOPMALIHIO C TOMOMIBIO PA3JIMYHBIX AJITOPUTMOB MOJIU(DU-
Kalnuu uHpopManuu

HayKa 0 METOJaxX 3allUThl UH()OPMALIMY C TOMOIIBIO PA3TUYHBIX aJITOPUTMOB COKPBITUS
camoro (akta nepenayu HHPOpPMAIIH

HayKa 0 METOJaX 3allUThl MH()OPMAILIUY C TOMOIIBIO PA3TUYHBIX aJITOPUTMOB MO3BOJISIO-
X MOAU(UIIMPOBATH U CKPBIBATH UH(OPMAIIUIO

. Z[aﬁTe OIPCACIICHUEC TCPMHUHY «I/IH(i)OpMaI_[I/IOHHbIC TCXHOJIOTHHN»

a.

MIPOLIECCHI, METO/IbI TIOMCKa, cOOpa, XpaHeHHs, 00padOTKH, IPEIOCTaBICHUs, PACcIIpO-
CTpaHeHHs UH(OPMALIUHU U CIIOCOOBI OCYIIECTBICHUS TaKUX IPOIECCOB U METOI0B
Hanbosee ob1iee HaydHOE MOHATHE, 0003HAYAIOIIee HEKOTOPBIE CBEAEHUS, COBOKYII-
HOCTb KaKUX-JIH00 JaHHBIX, 3HAHUN

COBOKYITHOCTB COJIepKalleiics B 6a3ax JaHHBIX HH(POpPMAIMK U 00eCTIeUnBaIOIINX €€ 00-
pabOTKy TEXHUYIECKUX CPEICTB

. 1oCTyITHOCTB — 3TO

a.

b.

C.

aKTYyaJbHOCTb U HETIPOTUBOPEUUBOCTh MH(POPMALIUH, €€ 3aIUIIEHHOCTh OT pa3pylIeHus
1 HECAaHKIIMOHUPOBAHHOTO U3MEHEHUS

CBOWCTBO MH(pOpMALIUU ObITh HEJOCTYITHOM U 3aKpBITON JJ11 HEABTOPU30BAaHHOTO CYOh-
€KTa, JJOrHYeCKOro 00bEeKTa WK Ipoliecca

BO3MO’KHOCTb 3a PHEMJIEMOE BpeMs IOJIyUUTh TpeOyeMyro HH(POPMAITMOHHYIO YCIYTy

. K CUMMCTPUYHBIM aJITOPUTMaAM H_II/ICI)pOBaHI/IH OTHOCATCA:

a. DES, RSA, Ile3app
b. DES, Ile3aps, ['ammupoBanus
c. ElGamal, RSA, DES
. K anropurmam mmgpoBaHust ¢ OTKPBITHIM KITFOUOM OTHOCSTCS:
a. ElGamal, RSA, 3DES
b. ElGamal, RSA, DSA
c. DES, RSA, DSA
. Pesynbrarom mudpoBanus ctpoku «mudp» anropurMmoM Llesaps sBisercs:
a. bUT4Yy
b. xnko
C. apxc
. Pesynbrarom mudpoBanus cTpoku «mudp» anroputMomM ATOan sSBisieTcs:
a. bUT4Yy
b. xnko
C. apxc



19. PesynbpTaTom mudpoBaHus CTPOKU «udp» IpssMoyroabHuKoM [lneideripa sBisercs:

d. BbUIYYy
b. xnko
C. apxc

20. MeTox repecTaHOBOK 3aKJIF0YACTCS B CIEIYIOLIEM:
a. Kaxaas OyKBa OTKPBITOTO TEKCTa 3aMEHsETCsl OyKBaMU ATOTO ke alaBUTa, Pacmoso-
’KCHHBIMHU BIIEPEAH Yepe3 OIpPeIeIEHHOE YHCIIO TTO3UIHI
b. kaxmas OykBa OTKpPBITOIO TEKCTa 3aMEHSIETCSI OYKBOM, TIOPSIKOBBI HOMEP KOTOPOii BbI-
YHUCISIETCS C TOMOIIBIO TMHEHHOTO YPAaBHEHUS U BBIYMCIICHHUS OCTAaTKa OT LIEJI0YHCIICH-
HOTO JICTICHHS
C. 3amuCh OTKPBITOTO TEKCTA M MOCIEAYIOIIee CUUTHIBAHNE ITH(PPOBKHU MPOU3BOAUTCS 1O
Pa3HBIM IMYTSIM HEKOTOPOI reoMeTprudecKoi GUrypsl (HarpuMep, KBaapara)
21. Meton apGpuHHBIX KPUIITOCUCTEM 3aKJITFOYACTCS B CICIYIOMIEM:
a. Kaxzas OykKBa OTKPBITOTO TEKCTa 3aMeHsIeTCsl OyKBaMU 3TOro ke ajidaBuTa, pacmoso-
KECHHBIMU BIIEPE]IU Yepe3 ONpeAesIEHHOE YUCIIO MO3ULINN
b. kaxmas OykBa OTKPBITOIO TEKCTA 3aMEHSETCS OYKBOM, MOPSAAKOBBIA HOMEP KOTOPO# BbI-
YHCIISETCS C MOMOIIBIO TUHEHHOTO ypaBHEHUS U BBIYUCIICHUS OCTaTKa OT LIETIOYUCIICH-
HOTO JICJICHUS
C. 3aIHUCh OTKPBITOTO TEKCTA U MOCIEAYIOLIEe CYUThIBAHUE THU(PPOBKH MPOU3BOIUTCS 1O
Pa3HBIM MYTSIM HEKOTOPOH TeoMeTprudecKoil purypsl (Hampumep, KBaapara)
22. Xeu-pyHKIUSA — 3TO
a. (QyHKUIMS IS HAXOXKIEHUS MPOCTHIX YUCEI
b. dyHKIMS, 0OTOOpaKaroas CTPOKH OUT B CTPOKH OMT (PMKCUPOBAHHOMW JJTMHBI U YIOBJIC-
TBOPSIOIIAs OTNPEACIICHHBIM CBOMCTBaM
C. (QyHKIMs ISl BBIYUCIICHUS KOHTPOJIBHONH CYMMBI
23. KoH(puaeHIHaIbHOCTD — 3TO
a. HayKa 0 MeTojax o0ecrieueHus: KOH(PUICHIIMATFHOCTH U ayTEHTHYHOCTH HH(OpMaLIUU
b. cBoiicTBO HHpOPMAaIMK OBITH HEAOCTYITHON M 3aKPBITOM 11 HEABTOPU30BAHHOTO CYOh-
€KTa, JJOrMYecKoro o0beKTa WK Ipoliecca
C. CBOWCTBO, FapaHTUPYIOIIEE, YTO CYOBEKT WM PECYPC UACHTHYHBI 3asBICHHBIM
24. AyreHTH()HUKAIHSI — 3TO
a. TMpefocTaBJICHHE OMPENeIEHHOMY JIMILY TPaB Ha BHIMOJIHEHHUE OMPEAeIEHHBIX ACHCTBUM,
a Tak)Ke MPOIECC MOITBEPKACHUS TaHHBIX MTPAB MPH MOIBITKE BHIMOJIHEHUS STHX JIeH-
CTBHI
b. mporemypa npoBEpPKH MOITHHHOCTH
C. TmpoIllenypa, B pe3yibTaTe BHIMOIHEHHS KOTOPOH AJisl CyObeKkTa UIeHTU(DUKALIUY BBISBIIS-
€TCs €ro UAECHTU(DUKATOP, OJTHO3ZHAUYHO UACHTUDHUITUPYIOIIHI 3TOT0 CyObeKkTa B HH(OP-
MallMOHHOH CUCTEME
25. Metonom BHenpeHus: HH(popMaIuy B U(GPOBO KOHTEHHED SBIISIETCS

a. RSA
b. DES
c. LSB

26. Kakoe omnpenenenue TepMuHa «uH(popmarus» npunaTo B 3akoHe Nel149 «O6 undopmarum, uH-
(opMalMOHHBIX TEXHOJOTHSX U O 3alUTe HHPOPMALUN»?
a. HaumOousee oblIee HaAyYHOE TIOHATHE, 0003HAYAIOIIee CBEICHHSI, JAHHBIE WM 3HAHUS
b. cBenenus (cooOlieHHs, JaHHBIE) HE3aBUCHMO OT (POPMBI UX NIPEICTABICHHUS
C. TMCUXHWYECKHH MPOAYKT JHOO0r0 MCUX0()U3NIECKOr0 OPraHu3Ma, MPOU3BOAUMBINA UM MPH
UCIOJIb30BAHUU KaKOT0-TH00 CPECTBA, HA3BIBAEMOI'O CPEACTBOM HH(OpMALUU



27. Konunennmanbaast ”HGopMaIus — 3TO

a.
b.

C.

cBenieHus (COOOIICHUS, JaHHBIC) HE3aBUCUMO OT (DOPMBI UX TIPEICTABICHUS
JTOKYMEHTHPOBaHHAsE HH(POPMAIIHS, TOCTYII K KOTOPOH OTrPaHUYHUBACTCS B COOTBETCTBUHU
C 3aKOHO/IaTEIIbCTBOM

HanOoJee 001ee HaydYHOE TIOHATHE, 0003HAYAIOIIEe CBEICHHS, JAHHBIC WM 3HAHHS

28. ABTOpHU3aIUs — 3TO

a.

nporeypa, B pe3yiibTaTe BHIIIOTHEHUS KOTOPOH I CyObeKTa UACHTH(MUKAIIMH BISBIIS
€TCsl €r0 UACHTU(PUKATOP, OJHO3ZHAYHO UICHTHU(PUITUPYIOIIHI 3TOT0 cyObekTa B uH(pOp-
MAaIMOHHON CHCTEME

poLeaypa MPOBEPKH MOIITUHHOCTH

MPEOCTABICHUE ONPEACIEHHOMY JIMIy IPaB Ha BBITIOJHEHUE ONPEICIEHHBIX ICHCTBUM,
a TaKKe MPOLECC MOATBEPKACHISI TAHHBIX TPAB MPH IMOMBITKE BHITIOJHEHUS 3TUX JICH-
CTBHI

29. I1e10CTHOCTD — 3TO

a.

b.

C.

aKTyaJlbHOCTb U HEIPOTHUBOPEUUBOCTH HH(GOPMAIINH, €€ 3aALIUIIEHHOCTb OT pa3pylIeHUsS
Y HECAaHKIIMOHHUPOBAHHOT'O U3MEHEHUS

CBOMCTBO MH(GOpPMaIIUU ObITh HETOCTYITHON U 3aKPBITOM J1JIs1 HEABTOPU30BAHHOTO CYyOh-
€KTa, JIOTHYECKOro 00bEeKTa UM Mpoliecca

BO3MOXXHOCTb 32 IPUEMJIEMOE BpeMsl MMOJIYYUTh TPeOyeMyro HHPOPMAIIMOHHYIO YCIYTY

30. AyTeHTHYHOCTB — 3TO

a.
b.

C.

HayKa 0 MeTojjax o0ecredeHns: KOHPUICHINATbHOCTH U ayTEHTUYHOCTH UH(OopMauu
CBOWCTBO MH(pOpPMALUU OBITh HEOCTYITHOM U 3aKPBITON JJIsi HEABTOPU30BAHHOTO CYyOh-
€KTa, JOrMYEeCKOro 00bEeKTa WK Ipoliecca

CBOMCTBO, FrapaHTUPYIOILIEE, UTO CYOBEKT UM PECYPC UAECHTUYHBI 3aBJICHHBIM

31. AnropuTMoM MH(PPOBAHUS C OTKPBHITHIM KIIFOUOM SIBJISETCS

a.
b.
C.

RSA
DES
LSB



[Ipunoxenue 4

K paboueil mporpamme JUCLUILIUHEI

«Hnghopmayuonnas 6ezonacnocmoy

MeTtoanyeckue yKa3aHus VISl CTY/ACHTOB 110 OCBOCHMIO JHCIHMIIIMHBI

TpynoeMKOoCTh OCBOEHUSI TUCIMITIMHBI COCTABIsIET 72 Jaca.

BU/JI yU€OHBIX 3aHs-
TUH

OpI‘aHI/I3 anusd JCATCIbHOCTH CTYACHTA

Jlexuusa

Hanucanue koHcIeKTa JEKIUH: KpPaTKO, CXEMAaTUYHO, IOCIEA0BATEIbHO
(buKcUpOBaTh OCHOBHBIE MOJOXKEHUS, BBIBOABI, POPMYIHUPOBKH, 0000IIECHUS;
[IOMEYaTh BaXKHBIE MBICIIH, BBIIEIATH KIIOUEBBIE CI0BA, TEpMUHBI. [IpoBepka
TEPMUHOB, IOHATUH C IOMOIIbIO SHIMKIIONEANH, CIOBAPE, CIIPABOYHUKOB C
BBINUCHIBAHUEM TOJIKOBaHUH B TeTpajb. OOO3HAYUTH BOMPOCHI, TEPMHUHBI,
Marepuai, KOTOPBIM BbI3bIBAET TPYJHOCTH, IOMETUTh U MONBITATHCS HANUTH
OTBET B PEKOMEH1yEMOH JIUTEpPATYpE.

HpaKTI/I‘leCKI/Ie 3aHs-
THUA

PaGota ¢ KOHCIIEKTOM JIEKIIMA, TOJATOTOBKA OTBETOB K KOHTPOJIbHBIM BOIIPO-
caM, IIPOCMOTP PEKOMEHAYeMOW JauTepaTypbl. 110Ar0oTOBKa K BBHINOJIHEHUIO
MIPAKTUYECKHUX paboT, 0pOopMIIEHHE OTYETOB

3amura npakTuye-
CKHX paboT

3HAKOMCTBO C OCHOBHOW M JIOTIOJIHUTEIBHOMN JINTEPATYpOH, padora ¢ yueo-
HbIM nocoOueM. Eciii caMoCTOsITENbHO HE yIaeTCs BBIIOIHUTH KaKoe-To 3a-
naHue, Heo0XoauMO c(HOPMYIHPOBATH BOIIPOC M 337aTh MPENOaBaTeII0 Ha
MIPAKTUYECKOM 3aHSATHUU.

[Togroroska k 3auery

[Ipu noaroToBke K 3a4eTy HEOOXOIUMO OPUEHTUPOBATHCS HA BBIIOJIHEHHBIE
IIPaKTUYEeCKHE paboThl, PEKOMEHYEMYIO JIMTepaTypy U yueOHbIe MOCOOUs.
Ecnu camocrosiTenbHO He yaaeTcsl pa3o0parbesi B Marepualie, HE00X0AUMO
copMynHpoBaTh BOIIPOC M 3aJaTh IPENOJABATENI0 Ha KOHCYJIbTAllMHU, Ha
IIPAKTHYECKOM 3aHSATHUU.




[Ipunoxenue 5

K paboueil mporpamme JUCLUILIUHEI
«Hnghopmayuonnas 6ezonacnocmoy
TEXHOJIOI'UU U ®OPMBbI ITPEINIOJABAHUS

. O6pa3oBaTe/ibHbIe TEXHOJIOTHH

[IpenoaBanye JUCUUIUIMHBI BEAETCS C MPUMEHEHHEM CIICAYIOIIMX BHAO0B 00pa30BaTeIbHBIX TEXHOJO-
Tl

HNHdopManuoHHbIE TEXHOJIOTHH: UCIIOIH30BAHNE YJICKTPOHHBIX 00Pa30BaTEIbHBIX PECYPCOB MPH
MOJIrOTOBKE K JIEKIMSIM, IPAKTUYECKUM, PE3EHTALUY JICKIUH.

PadoTa B koMaH/1e: COBMECTHAsl paboTa CTYIEHTOB B IPYIIIE NPU BbINOJIHEHUH IPYNIIOBBIX JOMAIIHUX
3aJaHui 10 pasnueny 2.

Buabl u conep:xanue yueOHbIX 3aHATHI

Pa3nea 1. OcHOBBI 321U THI KOMIIBIOTEPHOI HHGOpPMALMHT

Teopernueckne 3aHATHA (JIeKIUMN) — 4 yaca.
Jlekuusi 1. OcHOBHBbIE OHSITUSA U MOAX0AbI HHPOPMALMOHHOK 0€30MACHOCTH.
Yrpo3sl nHPopMaAITMOHHOHN Oe3omacHocTr. Kinaccudukamms HapymmTene nHPOPMAIMOHHON Oe3-
onacHoctu. Kanans! yreuku uapopmari. OCHOBHbIE OHITHS MOMUTUKU Oe3onmacHocTU. CTpyKTypa
noyituku 6e3onacHoct. CTanmapTel U cnenudukanuy nHGopMannoHHON 6e30macHocTd. Mexy-
HapOJHbIC U OTEYECTBEHHBIE CTaHAapPThl HH(OpMaLnoOHHON Oe3onacHocTH Kputepun olleHKN Ha1exK-
HOCTH KOMITLIOTEPHBIX crcTeM. TpeOoBaHUs K CHCTEMaM 3alUThl HHPOPMAITHIH.
Jlexkunu 2. [Toaxoas! k 3ammTe uHGopmanuu B OC.
3ammra nHbOpMAIMK OT HeCAaHKIIMOHUpoBaHHOTO aoctyrna B OC Windows. YmpaBineHue 10cTymnom
k oovektam B OC. IToacucrema 6e3omacHocty OC Windows. 3amura uHpopmanuu B OC Linux.
Aynaut coosrtuii B OC.

IIpakTHyeckne 3aHATHS — 6 YacoB

3ausatue 1, 2. [IPNel OCHOBBI CHCTEM CUHUCIIEHUS.
3ansTue 3. 3amuTa oTYeTA.

Pa3nea 2. Kpunrorpaguyeckne MeToabl M CPeCTBAa HH(POPMALIMOHHOM 0€30MTACHOCTH.
TeopeTnyeckue 3aHaTHA (JIEKIHN) — 6 YacoB.
Jleknuu 3. Kpunrorpapuyeckne MeToabl.
OcHoBHbI€ onpeaeneHus kpuntorpaguu u creranorpaduu. [lonsrue kpuntoananusza. Knaccuduxa-
U KpUNTOTrpapuuecKux MeToJoB 3amuTel MH(popMaruu. [loHsTue kpunTorpaduyeckoro mpoTo-
koja. CUMMETpUYHBIE alTOPUTMBbI. ACCUMETpUYHBIE aIropUTMbl. [locTaHOBOYHBIE U MEpECTaHO-
BOUHBIE MHU(PBI. AITOPUTMBI IH(GPOBAHUSL.
Jlekuus 4. CuMMeTpUYHbIe KPUNITOCHCTEMBI.
umdp Lezaps, mmdp ardam, kBagpar [lommubus 6x6, npamoyronsuuk [Ineiideiipa 4x8, Tadbaumna Bu-
KEHepa, METO/1 IEPECTAaHOBOK, METOJ] TaMMHUPOBaHUsl, a(PUHHBIE KPUIITOCUCTEMBI.
Jlexkuust 5. AcMuMMeTpHYHbIE KPUIITOCHCTEMBI.
CucreMsl ¢ OTKPBITHIM KIH04oM. Anroputm mudposanus RSA. Kpunrtocucrema Onp-I"amans. Kpun-
TOCHUCTEMbI Ha OCHOBE AJIJTMIITUYECKUX KPUBBIX. AJITOPUTMBI OOMEHA KII0UaMHU.
IpakTuyeckue 3ansiTus — 18 yacos.
3ansrtue 4, 5. [IPNe2 Kpunrorpadguueckue MeTos! mpeoOdpazoBaHust HH(POPMALIUH.
3ansrTue 6. 3ammra oTyeTa.
3ansrue 7, 8. [IPNe3 CummeTpuuHble KpUNTOTpapUUECKUe alroOpuTMBbI.
3ansaTue 9. 3amura oTyera.
3ansrue 10. [Iposepounas padota Nel.
3ansaTue 11. [IPNe4 AcummerpuuHbie KpUnTorpapuueckue airopuTMBI.
3ansarue 12. 3ammra oTyera.



Pa3znen 3. MeToab! 3ammThl ”HGOPMAIIUN OT HECAHKIIMOHMPOBAHHOIO I0CTYHA.
Teoperuueckne 3aHATHS (JIeKIIUH) — 4 YacoB.
Jlekuuu 6. DneKTPOHHO-IIUGPOBasi MOAMUCH.
AATOpUTMBI 3JIEKTPOHHO-IIMPPOBOM moanucu. OnHOHANPABICHHbIE Xel-QyHKINH. Xel-(yHKIUI
MD4. Xem-¢pynkuus MDS. Xem-¢pynkuus SHA. Tpeboanus k xem-¢pyHkuusaM. CTOHRKOCTh Xe-
byHKIHA.
Jlekums /. UnenTndukanus u npoBepkKa nNoJNIMHHOCTH.
CriocoObl HECAaHKIIMOHUPOBAHHOTO JocTyna K uHpopManuu. neHtudukanus u ayreHTuduKanus
MoJIb30BaTensl. ANropurMa ayreHTU(GUKAIMY U UACHTH(PUKAIMY TToJIb3oBarens. [IpoBepka moaiuH-
HOCTH I10JIb30BaTeNeH.
IpakTuyeckue 3ansaTus — 10 yacos.
3ansrtue 13. [IPNeS AnropuT™ 3IeKTPOHHO-ITU(POBOM MOITHCH.
3ansrue 14. 3ammTa otyeTa
3ansrue 15. [IpoBepounas padora Ne2.
3ansrue 16. [IPNe6 Anropurmsl ayTeHTU(DUKALINH.
3auarue 17. 3ammra ordera.

Paznen 4. UnpopmannonHasi 6€3011acCHOCTb B KOMIILIOTEPHBIX CETAX.
TeopeTnyeckue 3aHATHA (JIEKIHN) — 3 4ACOB.

Jlekuuu 8. be3onacHocTh ceTeBbIX TEXHOJIOTHii.
CriocoObl HeCaHKITMOHMPOBAHHOTO JJOCTYIA K HH(POPMAIK B KOMIIBIOTEPHBIX ceTsix. CriocoOsI mpo-
TUBOJICHCTBUS HECAHKIIMIOHUPOBAHHOMY MEKCETEBOMY JOCTYIY. DYHKIIMU MEXKCETEBOIO SKPaHUPO-
Banus. Pexxum (1)yHKIII/IOHI/IpOBaHI/I$I MCIKCCTCBBIX DKPAHOB U UX OCHOBHBIC KOMIIOHCHTEI. HpI/IMeHe-
HUE MEXCETEBbIX 2KpaHoB. [locTpoeHue 3aueHHbIX BUPTYyalbHbIX ceTeil. CriocoObl co3qaHus 3a-
IMUIICHHBIX BUPTYAJIbHBIX KaHAJIOB.
Jlekuus 9. CpencrBa o0HapyKeHHS aATAK.
Mertoab! ananm3a cereBoit nHpopmanuu. Kiaccudukanus cucrem ooHapyxenus arak. Kimaccuguxka-
LU U apXUTEKTypa CUCTEM OOHAPYKEHUS aTak.



